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Project Aim

The aim of this project is to research, design and produce a working modular home security
system. The design will be created using research on current systems and customer desires.
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The system will aim to be simple to install, not have any monthly fees like existing systems,
while remaining as secure as possible.

Background for proposal

What is the importance of a home security system? Home security systems aim to protect
yourself, your family, home and possessions from any hazards that could occur, whether this
is robberies, fires, leaks or anything else. These are all risks that are relevant for a security
system to aid in, now with all the sensors available these are all monitorable and combined
on one singular system.

This is a massively growing market over the last 20 years, the effect of this can be seen in
the number of reported home robbers occurring [1], the numbers of recorded offences in
2002/03 being around 890,000, compared to the value being 266,000 in 2023/24. A similar
trend can also be seen in the US [2], there is a clear trend that with the growing market of
home security increasing and the rate of household robberies decreasing [3].

For this proposal the aim will be to research, design and build a home security system aimed
for use within private homes, being a cheaper alternative option that requires no monthly
fees. To complete this, research will be carried out on similar products, examining how they
work, then talking to potential future customers assessing what they would look for in a
product. Then design and build a working product, the current aim will be to produce a main
module and 3 additional modules, an outdoor camera, an indoor camera and a window/door
monitor which when the alarm is set, will trigger when opened and send an alert to the
owner. Some of these modules may change build priority depending on the results of the
customer surveys, as for example they may decide that indoor cameras are not as highly
valued as a glass breaking monitor, a leak detection system or a fire detector that can fit in
the system.

Literature Review

Within the home security market there are a range of current options that exist that all have
different approaches to the task. Some of these products come with a central hub, some with
an app setup, meaning no hub is needed as the storage is all cloud base, but these systems
then come with a monthly fee. Some systems are only cameras, some are more, coming
with motion, entry and glass break sensors. Below some of these will be discussed looking
at how they approach the same goal in different methods.

Firstly, Ring [4], this has many options throughout the household with internal and external
cameras with a variety of built in options, a range of doorbells with a built-in camera,
microphone and speaker, seen in Figure 1, a range of camera units, seen in Figure 2, and
other additional products. These products can all be accessed for live viewing using the
company app and additionally the data is stored on their cloud service for 180 days. This
comes with the negative of having a monthly fee, a high upfront cost, as well as the products
price which are battery powered, they have not been made with any regenerative ability,
which means the batteries need to be replaced. In general, this is a more expensive device
but are very high quality.
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Figure 1: Ring’s Doorbell Range [4]
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Figure 2: Ring’s Camera Range [4]

Another product is the SANSCO 5MP 8 Channel DVR Outdoor CCTV Camera System [5],
this uses a similar technique that is the aim for video data storage. This default can store 1
week of video before wiping, cameras are additionally setup with an alert that is caused if
there is any movement within a set area. The negative of this is all the cameras require to be
hard wired into the system, the recording is done 24/7 rather than when a sensor is
triggered, meaning more data is created than may be desired.
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Figure 3: SANSCO Camera Setup example [5]

Another solution like the aim of this project is SimpliSafe [6], this is a modular system where
a user can select the sensors they would like to have and purchase these, for example
keypads, cameras, motion sensors ect, the basics seen in Figure 4, with other hazard
sensors seen in Figure 5. The advantages of a system like this are that it can be custom built
and is a cheap price, this also comes with a monitoring team that will alert you and the
authorities if any alarms such as burglary are triggered. This comes with the negative of
requiring a monthly free.

Included with your system

Wired Indoor Camera

Base Station Keypad
- ~ See what's happening at

The brains of the system. Built Arm your home with one )

home anytime from your
with a backup battery In case touch. Plus, there's a hidden

_ . phone, tablet or computer.

of a power outage. Just plug panic button in case of an

Get alerts when your camera
it in to start protecting. emergency.

detects motion.
See details See details

See details

Figure 4: SimpliSafe Basics [6]
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@ Choose your Hazard Sensors

|

Smoke Detector

Triggers when a fire's still smoldering—before
a full fire breaks out, Loud system-wide
sirens jolt you awake and out of the house.
Pro tip: Get one for your sleeping areas.

Place one in every bedroom for more

security.

£4499 ea

O,

Temperature Sensor

Triggers if your heme drops below 5°C, so
you can stop pipes from freezing and
bursting.

Pro tip: Place it near your thermostat in

holiday homes and climate-controlled

rooms.

£2999 ea

O,

Figure 5: SimpliSafe Additional Options [6]

Project Objectives

3 products e

Water Sensor
Detects leaks and potential floods, so you
can stop water damage before it happens.
Pro tip: Place it close to common household

water sources. Your sinks, toilets and water
heaters.

£19.99 ea

> ®

The objectives of this project are:

Carry out further research into current security systems, looking at the positives and
negatives and what kind of products they are creating. Additionally gathering further
information from various possible customers, gaining insight on their demands of how
a system should operate and gaining knowledge on what modules are desired and
other parts of the system.

Look into the standards surrounding the handling and storage of video data and any
other standards that may be relevant.

After collecting all this information, design and create a control module considering
the following:

(e}

Simple for a customer to set up and add/remove future modules from the
system.

Allow for a simple alarm setup to be available, allowing for all sensor to be
setup and when triggered create an alert.

Design and produce a method of communication for modules to the main hub
which will allow for video and other information to be passed rapidly, further
research need to be carried out on if this is safer to transmit wirelessly or not,
this is due to the possible security concerns around wireless, but the
complications wired adds to the user and the setup.

Identify how the module should operate if a power out was to occur.

Identify how data will be generated, how it will be stored and how long it
should be stored for, this will likely mean having a basic data storage
technique with an option for this to be upgraded depending on the customer’s
needs.

A prospect for other things to be added in the future depending on the
research phase and the customer requirements received.
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* While concurrently designing and creating any additional modules considering the
following:

o How to power the module? This will likely vary in different modules, for
example outdoor modules may be able to use solar panels to recharge,
whereas modules like an indoor camera will require mains power or use of
batteries, but then may require a sensor to monitor battery state and report to
the hub if low.

o How should the information be passed back to the main module? For ease of
setup for the user, the best thing to do would be to create a wireless setup,
but then when considering security, wired cameras are more secure due to
the complications this causes if someone wants to prevent them from
operating or to infiltrate them. Another consideration is Power Over Ethernet
(POE), this would be simple for the user to setup and power the devices
however has the negative of the system not operating if a power out was to
occur. During the design phase a decision will be made on what is the best
decision for each module.

o Identify how camera modules should save data? Should this be 24/77? When
the alarm system set? Only when another sensor such as motion or PIR are
set high? Or another solution?

o Additionally identify what other modules that are customers most likely to
use? Would an indoor camera be desired? If so, is this always on or only
when an alarm is set? Is there window and door alarms? And any other
potential sensors that customers would look to use.

Required resources

The required resources for this project will include:

e Python
e (C++
e Linux OS for PI
« Peripherals for PI
e Arduino IDE for ESP32
« ESP32 cable for programming
« For PCB production (If PCB is required)
o Proteus
o EasyPC
o Soldering iron
o fume extraction
* PIC programming (If PIC is chosen)
o CCS
o MPLab
o PIC kit

Planned Timings

Below in Figure 6 you can see the Gantt chart for the planned timings spent on each part of
the project. Additionally, the actual time taken will be added to this sheet later to show the
comparison of how long this really took compared to the plan.
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GRADEMARK REPORT

FINAL GRADE

/100

GENERAL COMMENTS

Intro / A&O (400
words)

Project title;

Identification of a specific problem
to be investigated; Well-defined

aims and SMART
objectives; Explaining why this
project is worth

doing; Discussion of what the
project needs to do in order to be a

success; Description any
deliverables that will be produced at
the end

of the project

Good introduction and
valid reason for the project.

Very good project aim.

Some objectives are not SMART
having one or more of the
components missing.

20

13.8

Background to the

Project / Literature Review (400 words)

Description of how the

work to be done by in the project
relates to the work identified in the

literature review; Discussion of any
ethical issues raised by the

project Identifying what has already
been done within the

field; Topic familiarity; Brief

20

15




literature review using appropriate
sources - 6-8 journal papers and
book chapters rather than just
websites; Selection of relevant
models & concepts

Excellent project

background - good use of publicly
available statistics. Very good
research

into currently available
technology. Use of more peer
reviewed

research would have improved this.

Project Design (500
words)

Clear statement of

which development methods are to
be used and why they are

appropriate; Clear statement of
which tools are to be used and why
they

are appropriate; Clear description
of how data collected will be
analysed

Excellent consideration

of the tools and materials required,
although the project methodology
seems

to be missing.

30

15

Resources / Planning
(200 words)

List of any

deliverables; Clear diagram showing
both timing and resource

use; Completed ethics form; Limited
and relevant appendices

15

807




Good clear Gantt chart
showing tasks to be
completed. Deliverables to be
produced within
the project are not clearly
listed. Ethics form completed

Document Presentation

Correct spelling,

grammar and punctuation; Flow of
narrative/fluency; Coherence; Word

processed ; Correct use of
referencing with

bibliography; Strict word limit

15 (12
Very well-presented
report although some pagination
issues present.
TOTAL 100 | 64
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